
Recent Breaches Involving 
Third-Party Vendors

67%  of OCR HIPAA security fines in 2020 cite insufficient risk analysis1 

$15.3m  in fines levied by OCR in 2019-20202 

$7.13m  is the average cost of a breach for healthcare entities3

24%  of all breaches in 2020 were in healthcare (highest of all industries4)

CHECK YOUR
BLIND SPOTS
with Security & Privacy
Risk Assessments

Risk assessments identify security & privacy risk
blind spots  

Self-assessments often miss critical risks

Validate controls assumptions with evidence to combat a 
false sense of security

Identify HIPAA compliance gaps before the regulators do

Perform technical penetration testing assessments to find 
vulnerabilities before the bad guys do

Scope your assessments to include anywhere that PHI 
resides; not just core systems

PLEASE DRIVE
SAFELY

CHECK YOUR
BLIND SPOTS

DRIVER-ASSISTANCE TECHNOLOGY
FROM MEDITOLOGY

ACCIDENTS
HAPPEN.

Recent court 
rulings on 
encryption are 
likely to cause 
OCR to focus more 
on risk analysis 
enforcement

New HIPAA safe 
harbors promote 
assessment and 
alignment with 
NIST CsF and 
HITRUST CSF

The HIPAA Privacy 
Rule has been 
overhauled; find 
out where you 
stand

State security and 
privacy 
regulations are 
evolving rapidly

Decades of healthcare 
security & privacy 
experience

Security & privacy risk 
assessments
(NIST and HITRUST)

HIPAA risk analysis & 
compliance services

Penetration 
testing services

Cloud, PCI, and 
medical device 
security assessments

Advisors to OCR

Healthcare CISOs 

Proven 
methodology and 
results in healthcare

Ranked #1 Best in KLAS for Cybersecurity Advisory Services in 2019 and 2020, 
Meditology Services and Meditology Assurance are leading providers of 
information risk management, cybersecurity, privacy, and regulatory compliance 
consulting services, exclusively for healthcare organizations.

info@meditologyservices.com
MEDITOLOGYSERVICES.COM

Contact our team here at Meditology to learn more about our related support, 
including Business Associate Inventory & Compliance Management and Vendor 
Risk Management services.

1US Department of Health and Human Services
2US Department of Health and Human Services
32020 IBM / Ponemon Cost of a Data Breach Report
4Tenable Research 2020 Threat Landscape Retrospective    

https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
https://www.hhs.gov/hipaa/newsroom/index.html
https://www.hhs.gov/hipaa/newsroom/index.html
https://www.tenable.com/blog/tldr-the-tenable-research-2020-threat-landscape-retrospective
https://www.meditologyservices.com/
https://www.linkedin.com/company/meditology-services



