
Healthcare organizations are facing 
unprecedented cyberattacks that target sensitive 
information, including highly sought-after 
payment card data. Healthcare entities face 
financial penalties, legal costs, and brand 
reputational damage in the event that systems 
are breached and payment card data is exposed.

Healthcare’s Payment Card
Compliance Risks
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Ranked #1 Best in KLAS for Cybersecurity Advisory Services in 2019 and 2020, Meditology 
Services and Meditology Assurance are leading providers of information risk management, 
cybersecurity, privacy, and regulatory compliance consulting services, exclusively for healthcare 
organizations.

Breach fines (500k+ or 
$5,000 - $100,000 per 
month)

Cost for a forensic 
investigation

Associated costs for 
card re-issuing, fraud 
monitoring, etc. 

Transaction fee increases

Potential cost of FTC 
audits for 20 years

Potential litigation (some 
states have laws that 
protect affected 
individuals) 

Reclassification as a level 
1 merchant (higher 
standard of compliance)

Reputational damage

Interchange rate 
increases or organization 
is no longer able to 
accept payment cards

Where is PCI Cardholder Data Processed for 
Healthcare Organizations?

Penalties for Failure 
to Comply with PCI-DSS 

Requirements

Penalties for Failure 
to Comply with PCI-DSS 

Requirements
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What Systems Manage PCI Cardholder Data?

Encryption of payment card data

Limited security capabilities of 
legacy systems and applications

Lack of PCI contractual language 
for third-party service providers

Obtaining management support 
to perform remediation

Lack of skillset or personnel that 
understand PCI 

Lack of funding to support PCI 
compliance

Common Challenges for PCI Compliance for 
Healthcare Organizations

Meditology’s PCI-DSS Capabilities

Understanding and documenting 
payment card processes and 
credit card environment

Lack of centralized processes 
and management

No network segmentation; PCI 
controls subject to the entire 
environment

Tracking and monitoring of 
access to payment card systems 
and data

Security event monitoring across 
a disparate environment

PCI-DSS Qualified 
Security Assessor 

(QSA)

Approved Scanning 
Vendor (ASV)

Dedicated 
exclusively to the 

healthcare industry

Full suite of 
PCI-DSS services
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