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WHEN IT RAINS, IT POURS:

HEALTHCARE RANKS #1 IN BREACH COSTS

IBM and the Ponemon Institute released their annual 2021 Cost of a Data Breach Report that lists

healthcare as the industry with the highest breach costs of all sectors for the 11th year in a row.
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the average cost of a breach
for healthcare organizations

average cost of a ransomware
breach, not including the
ransom payments

average cost of a breach
of public cloud

implementations

average cost of a breach
of private cloud
implementations

additional breach costs for
organizations with a large amount of
HIPAA compliance gaps

cost incurred by
Scripps Health from
2021 ransomware attack

average breach cost for
‘mega breaches’ affecting
more than 1 million records

average time to detect
and contain a breach
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average time to identify and contain a
breach at organizations in the mature
stage of cloud modernization
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ranked the highest sector for breach costs

money saved per money saved per money saved per
breach for breach for breach for
organizations that organizations that organizations that
detect an attack in have strong incident deployed Al
under 200 days response automation for
capabilities security

-

HOSPITAL

MEDITOLOGY'S PROTECTION SERVIGES

Security & Privacy Risk Assessments Vendor Risk Management

Comprehensive risk assessments based on industry
standards, including HITRUST CSF, NIST CsF, HIPAA,
and more

B

Managed services and technology automation to
improve assessment speed, quality, and scope of
coverage

Security Certifications Cloud Security

HITRUST CSF and SOC 2 Type Il certifications to drive (KB
and demonstrate maturity of your security controls @

Cloud risk assessments, configuration reviews,
technical testing, APl inventories and testing, cloud
security strategy, Office 365 security, and more

HIPAA & OCR Compliance

HIPAA risk analysis and assessments, OCR
preparation and response, policy and procedure
development, and more

Incident Response

Playbook creation, tabletop exercises, ransomware
assessments and preparation, and more

Ethical Hacking & Penetration Testing

|dentify the security exposures in your network
that could lead to a breach or ransomware event

WHAT OUR CLIENTS ARE SAYING

Where we sit now, the wins we’ve had and ability to You don’t know what you don‘t know. What Meditology
demonstrate value has been absolute homeruns, 5 out of 5 brought to the table during our engagement was of

rating. If | could give a 10 rating, | would. We would not be exceptional value to our organization.

where we are today without this relationship. Meditology

brings the brainpower to solve problems and provides us — Information Services Security Manager,
with a system and gives us a great starting point versus us Large Health System in Texasr

creating from scratch.

— Director in Business Risk Solutions,

Very Large Multi-State Healthcare Provider Meditology’s Tabletop Exercise engagement was of
exceptional value. | trusted Meditology based on my prior
history with the Firm. The knowledge and communication
the team brings is second to none. | wanted my C-levels to
see the value Meditology brings and the interaction, and
they all thought Meditology brought industry specific
knowledge and were appreciative of the multiple sessions
to get the content of the tabletop exercises right. Those
sessions were joined by Meditology leadership which
spoke volumes to our leadership.

It's rare that you deal with a vendor where everyone you
deal knows their game. From the first sales call onward,
there was never a time where | thought anyone on the
Meditology Team was less than excellent. Everyone knew
what they were talking about and it made me feel good.

— IT Architecture Security Lead,

: : — Senior Manager of Information Assuran
Large Academic Medical Center Senior Manager of Information Assurance,

lvy League Academic Medical Center

Contact our team here at Meditology for more information and guidance CONTACT US
to support your cybersecurity program. k

Meditology Services is a top-ranked provider of information risk management, cybersecurity, privacy, and
regulatory compliance consulting services, exclusively for healthcare organizations. Meditology advises
healthcare entities of all shapes and sizes. To learn more about Meditology Services, visit
meditologyservices.com and follow us on Linkedin.
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