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editology supports hundreds o‘\ealthcare entities
ross the country. We have compiled the top cyber
risk exposures trends for 2022 to help you map out
your defensive strategy heading into the new year.

The following cybersecurity and risk trends in healthcare
did not quite make the top ten list, but are still worth
keeping on your radar heading into the new year.

1. 0yber Crime & Nation State Attacks accelerate and

the federal government gets more involved in combatting cyber
attacks

2. Board Level Awareness of cybersecurity risks and

activities increases

3. Cybersecurity Certification AdOPﬂOH increases as
pressure mounts for healthcare organizations to demonstrate
strong security programs

4. Continual Compliance models emerge and replace many

o ©f the traditional annual or periodic security assessment and
\%’ mitigation approaches
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h“ 9. 21st Cem‘ury Cures Act introduces new security risks for
,k’ integrated patient apps, wearables, and APlIs

A 6. Zero Trust Model gains steam in other industries as
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4 4 healthcare sputters in adoption due to complexity of systems
3 @ 3 and application sprawl
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7 CVbersecurity Automation investments increase to scale

security programs and reduce dependency on human capital

@The CyberPHIXx

MEDITOLOGY SERVICES PODCAST

Meditology’s CyberPHIx podcast is the healthcare industry’s leading
source of healthcare cybersecurity, privacy, risk and compliance news and
guidance. Tune in to stay up to date with the evolution of these emerging

trends in 2022 and beyond.

Subscribe on your favorite platform:
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Meditology Services is a top-ranked cybersecurity, privacy, and risk consulting firm
dedicated to the healthcare industry. Contact us to learn more about how we can
support you and your program in 2022.
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https://open.spotify.com/show/4UA9NTEdRfCB3EJBc5o03A
https://podcasts.apple.com/us/podcast/the-cyberphix-meditology-services-podcast/id1481856334
https://www.pandora.com/podcast/the-cyberphix-meditology-services-podcast/PC:57672
https://www.iheart.com/podcast/256-the-cyberphix-a-meditology-43083490/
https://podcasts.google.com/feed/aHR0cHM6Ly9jeWJlcnBoaXgubGlic3luLmNvbS9yc3M
https://www.stitcher.com/show/the-cyberphix-meditology-services-podcast
https://tunein.com/podcasts/Technology-Podcasts/The-CyberPHIx-A-Meditology-Services-Podcast-p1396507/
https://www.meditologyservices.com/about-us/contact-us/
https://www.meditologyservices.com/
https://www.meditologyservices.com/
https://www.linkedin.com/company/meditology-services/
https://www.meditologyservices.com/resource-center/cyberphix/#/page/1



